Quantum Information



An emerging discipline at the intersection of physics and computer science, quantum information science is likely to revolutionize science and technology in the same way that lasers, electronics, and computers did in the 20th century. By encoding information into quantum states of matter, one can, in theory, exploit the seemingly strange behavior of quantum systems to enable phenomenal increases in information storage and processing capability, as well as communication channels with high levels of security. Although many of the necessary physical manipulations of quantum states have been demonstrated experimentally, scaling these up to enable fully capable quantum computers remains a grand challenge. We engage in (a) theoretical studies to understand the power of quantum computing, (b) collaborative efforts with the multi-laboratory experimental quantum science program at NIST to characterize and benchmark specific physical implementations of quantum information processing, and (c) the demonstration and assessment of technologies for quantum communication.
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In our recent work [1], we gave the first construction for pseudorandom quantum states – quantum states that look “random” to an observer that is computationally bounded. These states have a number of important applications in quantum cryptography and quantum information science. 
First, pseudorandom states can be used to implement private-key quantum money, a natural cryptographic functionality which cannot be achieved using classical resources alone. In quantum statistical mechanics, pseudorandom states provide a simple example of how probabilistic ensembles on subsystems can emerge from a highly-entangled pure state of the universe. 
Finally, pseudorandom states provide a pathological example that demonstrates the worst-case hardness of quantum state estimation: despite the fact that these states have compact (polynomial-size) classical descriptions, and can be prepared efficiently (using polynomial-size quantum circuits), they cannot be characterized by any efficient method (using a sub-exponential number of measurements and a sub-exponential amount of computation).
Pseudorandom quantum states are related to quantum t-designs, which have been studied previously. Pseudorandom states differ from quantum t-designs in two ways: they are only computationally secure (not information-theoretically secure), and they can be constructed more efficiently, using logarithmic-depth (rather than polynomial-depth) quantum circuits. 
In ongoing work, we are developing more sophisticated techniques for constructing pseudorandom unitary operations. We expect that these will be useful for encryption of quantum states, and potentially for quantum algorithms.
In addition, we are continuing to develop theoretical proposals for quantum implementations of one-time programs. These are trusted computing devices that perform a pre-programmed computation exactly once, and then self-destruct. One-time programs can be used to perform actions that should not be repeated, such as spending a set amount of money, or casting a vote in an election. They can also be used to protect mobile devices, such as smartphones or autonomous drones, from being stolen and reverse-engineered by an adversary.
In previous work, we have developed techniques for constructing one-time programs based on isolated qubits, such as nuclear spins in solid-state quantum systems. To improve the efficiency of these constructions, we are now investigating new techniques that use program obfuscation, in concert with isolated qubits. These techniques use fewer qubits, and are more robust to noise. 
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Quantum process tomography is the task of characterizing an unknown quantum operation, such as a gate operation performed by a quantum computer. This is done for calibration purposes, and to diagnose possible sources of error. Ultimately, this is a crucial step towards implementing quantum error correction, and fault-tolerant quantum computation. 
In practice, the accuracy of quantum process tomography is limited by state preparation and measurement (SPAM) errors. To obtain accurate estimates, one must resort to alternative characterization procedures, such as randomized benchmarking (RB) and gate set tomography (GST). These methods are robust to SPAM errors, but they have significant drawbacks: RB is much less informative than conventional process tomography, while GST is much more resource intensive.
In our recent work [2], we develop a new method for quantum process tomography that is robust to SPAM errors, and avoids the main drawbacks of RB and GST. The key idea is to focus on processes that are close to unitary operations, which can be written in the form 

Many processes that arise in practice, such as quantum gates and coherent errors, belong to this class. 
For these processes, we show that tomography can be performed more efficiently, by combining algorithms from compressed sensing and phase retrieval with robust measurements based on interleaved RB. In particular, we use random Clifford measurements, and a variant of the PhaseLift semidefinite programming (SDP) relaxation.
To justify our method for robust tomography of unitary processes, we provide a rigorous theoretical analysis, which upper-bounds the required number of random Clifford measurements, as well as the error in the reconstruction of the unknown process. This analysis required several technical innovations, including an adaptation of Mendelson’s small-ball method for proving recovery guarantees in compressed sensing and phase retrieval, and a new characterization of the low-order moments of certain representations of the Clifford group. This builds on a line of work by several researchers at NIST and elsewhere. 
Finally, we are continuing to investigate methods for phase retrieval using different kinds of measurements, such as random Bernoulli measurements [3]. This has applications in optical imaging, in situations where one can only measure the intensity of the light field, and not its phase.
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Noise and decoherence are an important concern in the development of quantum devices for metrology and computation. In order to realize quantum advantages at these tasks, one must mitigate the effects of noise, using a combination of better experimental hardware, more sophisticated quantum control techniques, and active quantum error correction. These problems are becoming increasingly challenging, as experimentalists start to build so-called NISQ (noisy intermediate-scale quantum) devices. These devices can have tens to hundreds of qubits, with noise levels that are low but still non-negligible. 
To this end, it is important to have mathematical models that can accurately describe noise processes on many qubits over fairly long time scales. In particular, it is important to understand temporal correlations in noise (e.g., non-Markovian memory effects), and spatial correlations (e.g., cross-talk between qubits). While there is a large literature on this subject, we believe that new approaches may be needed to address NISQ devices. In this project, we are taking a first step in this direction, by developing methods for characterizing sparse cross-talk among many qubits using compressed sensing.
In addition, we are investigating an approach called quantum system tomography, where one tries to discover the sources of noise in a quantum device, by looking at the classical “side information” that leaks out of the device into its environment. 





